Leuven, June 27, 2025

Products Affected: AntaRx-S(i)3, AsteRx-i3 family, AsteRx-m3 family, AsteRx RB(i)3
family, AsteRx SB(i)3 family, AsteRx-U3 (Marine) family, Mosaic-x5/H/T and PolaRx5
family

Dear Customer,

Reason for Change:

To comply with the upcoming EU Radio Equipment Directive (RED) 2014/53/EU, specifically
Article 3(3) (d), (e) and (f) cybersecurity requirements, Septentrio will release a firmware update
that ensures continued regulatory alignment for all our IP-capable receivers. This update will
be made available on our website by August 1°*and will also be gradually applied to all receivers
leaving production.

Description of Change:

Enhanced authentication and access control as well as encouraging usage of secure
communication mechanisms via following key changes.

e Mandatory login on first use over IP interfaces

e WPA2 encryption enabled by default on Wi-Fi-enabled devices with self-determined key

e Enhanced security on Bluetooth during pairing and discovery phases for Bluetooth-
capable receivers

e Automatic redirection to HTTPS where supported

e Usage of TLS protocol on IP communications where possible

e Default FTP server and SSH-based (SFTP, rsync, SCP) access disabled
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Impact on Product Use:

No changes to core functionality are expected but note that the updated firmware may affect
the initial use of receivers. We have taken care to maintain compatibility with existing
integrations wherever possible.

However:

e Configuration interfaces may include new security settings
e Users may need to update authentication credentials
e Legacy insecure protocols may be disabled by the new default configuration

We recommend reviewing and updating any integration scripts, configuration routines, or
automated workflows to align with these changes. Adjusting default settings is possible but may
compromise the effectiveness of the built-in security protections. Users are encouraged to
carefully consider the implications of disabling or overriding new defaults, as secure operation
remains a shared responsibility.

Customer Action Required:

We strongly recommend upgrading to this firmware to ensure compliance with the new RED
regulations. Further technical details and guidance will be provided closer to August 1%, but
Septentrio Support can in the meantime help ensure a smooth transition.

For additional information on Septentrio products and latest firmware, please contact your
local sales representative ( ) or the Customer Support Portal at

Best Regards
Francois Freulon

Director of Product Management
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