
 

 

 

 

Customer Notification– OSNMA key changes 

 
Product Affected: All Septentrio product supporting OSNMA 

 

With the current notification, we want to inform that since August 3rd 2023, the scope of the 

OSNMA Public Observation Test phase has evolved as follows: 

 

The Galileo OSNMA Signal in Space (SIS) broadcast has been updated on Thursday 03-Aug-2023 

at 11:00. The change in the applicable OSNMA SIS ICD and Receiver guidelines implies a change 

in the format of the broadcast Signal in Space (SIS) as per OSNMA SIS ICD. 

 

The updated ICD description can be found here. Together with the protocol 

update, cryptographic keys have been updated as well. In order to regain access to the OSNMA 

authentication function, users are requested to collect updated keys from the EUSPA website, 

as described in the OSNMA IDD ICD document. 

The latest Septentrio receiver firmware (SW 4.14.x) fully supports the Galileo OSNMA protocol 

update. However, updated keys need to be introduced using the available web user interface 

or by entering the following commands: 

‘setGalOSNMAPublicKeys' has to be used to introduce the new (PEM-formatted!) public 

key, while the new MerkleTree root key can be specified with the 'setGalOSNMAUsage' 

command. 

 

Other receivers which support OSNMA and have not (yet) received this update (i.e. PolaRx5), 

will currently be able to use OSNMA by updating the keys as well.  

 

Detailed instructions can be found in this online article.  

 

Our technical support department can be reached at customersupport.septentrio.com and will 

be happy to assist you if needed. 

   
 

Best Regards, 

François Freulon 

Head of Product Management 

Leuven, August 8th, 2023 
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